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Introduction 

 Community Enterprise Operating System, or CentOS, is an enterprise Linux distribution. It was 
developed by the CentOS Project community using the source code of the commercial Linux 
distribution from Redhat, the Redhat Enterprise Linux (RHEL). They created CentOS to have a free 
alternative to RHEL and to have a Linux distribution that's as stable as its commercial counterpart and 
can keep up with the requirements of the enterprise. Using CentOS is a good choice to learn Linux not 
only for its RHEL roots but also for its compatibility, quality, and support. 

CentOS is binary compatible with the RHEL because it was built using the source code of RHEL. Also, the 
developers made sure to adhere to the redistribution rules of RHEL when they built CentOS so it would 
be a truly free alternative to the original. 

CentOS is continuously being developed by its core developers and its community. They make security 
and software updates and quality assurance measures to maintain the stability of the distribution. The 
packages they build for CentOS are placed on their distributed mirror network to allow users to 
download and install software on their system manually if needed. Because of the core developers and 
its community, CentOS is able to have a constant release upgrade schedule to allow users to use new 
software and to support new hardware. They are also increasing in numbers, and that means there's 
always a better CentOS after each release. 

CentOS has an interactive community, and you can ask them for assistance (go to http://centos.org) if 
you need it. You can send email to community members to share ideas or ask for solutions on the 
problems that you may have encountered while using CentOS. For business users that plan to use 
CentOS on their organization, they can avail of commercial support for CentOS through companies that 
specialize in it.  

The Book 
Foundations of CentOS Linux: Enterprise Linux on the Cheap was written for beginning to intermediate 
level administrators who want to learn Linux using CentOS. This book was designed to be a hands-on 
type of book to enable you to grasp Linux concepts fast. Starting with Chapter 1, you will be given 
background and instructions on how to install CentOS in your computers properly. Then you will install 
CentOS on your computers. This pattern continues throughout the book to optimize your Linux learning 
experience.  

The CentOS systems that you will install in Chapter 1 will also be used with the other topics of the book 
such as shell scripting, securing your system, and setting up servers for network services. While reading 
the book and learning CentOS, you are also learning how to use the RHEL distribution at the same time. 
The scripts and server software that you will learn can also be used on a running RHEL system. This 
forms a strong foundation not only for both CentOS and RHEL but also for the core Linux concepts. 
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Here is a brief summary of what each chapter covers on the book: 

Chapter 1 will give you a walkthrough on how to install CentOS into your computers. You will be given 
advice on how to prepare for your first Linux installations such as where to get an install CentOS DVD 
and having a checklist for an enterprise server setup and enterprise workstation setup. After this chapter, 
you now have at least two working CentOS machines that are good enough for you to experiment with 
Linux. 

Chapter 2 will introduce you to the command-line interface of Linux using the Bourne-again shell or 
BASH. With BASH, you will be able to find out who is currently logged in, see the concepts behind the 
Linux filesystem and why the directories are arranged like that, and how to manage directories such as 
making symbolic links (or shortcuts) or removing directories. If you ever get stumped on any of the shell 
commands, you will be given an overview on how to get help about it using the man pages. 

Chapter 3 will show you how to customize your installed CentOS systems depending on your 
requirements. You will be given an overview of the Linux boot process, the importance of a bootloader, 
the runlevels your systems can use, and configuring the system services needed to be started at boot. In 
addition, you will see how you can configure other system settings such as the keyboard, the current 
language, the system networking, the graphical adjustment, and the printer. 

Chapter 4 will dig deeper into the realm of storage. You will learn how to manage storage devices such as 
preparing and adding hard drives and what filesystems you can use for them on your system. You will be 
shown how to set them up for redundancy using RAID or have an extensible partitioning capability with 
the Logical Volume Manager. 

Chapter 5 will show you how to manage users on your systems. You will learn how to add, remove, and 
modify users, and change passwords on both the graphical desktop and on the command-line interface. 
Armed with the concepts of Linux users, you will know how to put restrictions on the amount of storage 
space users can access through the use of disk quotas.  

Chapter 6 will introduce you to the X Windows, the base system that is used by graphical Linux 
applications such as the GNOME Desktop. You will also learn how to use the GNOME Desktop controls 
like menus and buttons. Later, you will see how you can use your desktop to connect to another X 
Windows server for remote graphical administration. 

Chapter 7 will show you how to manage packages in your system. You will learn how to install, update, 
and remove packages, and use repositories to further streamline package management in your system. 

Chapter 8 will give you a background on basic Linux security to secure your system. You will know how 
to configure the system logger and view log files to monitor your system in case of a break-in. You will 
also see how to schedule tasks for automation. Lastly, you will learn how to use Linux-PAM to have a 
central way of authenticating users with PAM-enabled applications. 

Chapter 9 will show you advanced methods of securing your system. You will learn how to use digital 
certificates for encryption, install and configure intrusion detection tools to detect unwanted attacker 
break-ins, and monitor system consistency through packages and additional tools. You will be 
introduced to how to apply a strict security mechanism in your system through SELinux policies. 

Chapter 10 will show you how to secure your system on the network. You will learn how to create firewall 
rules to prevent unwanted traffic and attackers from entering your system through the network. You will 
also see how to use tcp_wrappers that can provide security for services that can interface with it. To have 
a secure way to save your system log files, you will learn how to configure a central log server in this 
chapter. 
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Chapter 11 will show you how to install and configure different network services on your servers. Some 
of these network services include the secure shell (SSH) for encrypted connections and the Network 
Time Protocol server to have synchronized time data on your network. You will see that CentOS is 
enough to provide the required network services on your network. 

Chapter 12 will introduce you to some of the open source databases that you can use with CentOS. 
These include MySQL and PostgreSQL. You will learn how to install and configure each database system 
and see how to run database queries on them. You will also see the similarities and differences among 
database systems, which will aid you in choosing the one that is right for you based on your 
requirements. 

Chapter 13 will show you how to use web services with the Apache Web Server. You will be able to install 
and configure Apache to serve web pages and scripts such as PHP. If you plan to manage multiple 
domains using Apache, you will learn that using the virtual hosts. 

Chapter 14 will introduce you to the available file services that you can use on your system. These 
services are FTP to distribute files, NFS to share files with fellow Linux/Unix computers, and Samba to 
share files on your Windows network. You will also be given a walkthrough on how to share a printer on 
your Samba server to allow Windows computers to have a central print server. 

Chapter 15 will show you how to provide email services on your network. You will see how to install and 
configure mail servers to send email and IMAP/POP3 servers to retrieve emails. 

Chapter 16 will introduce you to the directory services. You will know how to provide central 
authentication on Linux- or Unix-only computers and to hybrid systems. This will make user credentials 
available to computers that can use your directory services. 

Chapter 17 will introduce you to the Linux kernel, the core of your CentOS system. You will learn about 
the different types of kernels you can use, manage additional kernel capabilities through modules, and 
make yourself a new kernel. Having kernel building techniques on hand will be advantageous because 
you get to customize your system as you wish. 

Chapter 18 will teach you about virtualization, the technology that companies and organizations use to 
save on cost and energy. You will learn about the various virtualization technologies that you can use 
later. You will experience virtualization using Xen by creating new separate instances of CentOS systems 
within your current CentOS system. 

Chapter 19 will teach you about the basics of Linux troubleshooting to prepare you for situations when 
your system cannot boot as expected. You will learn how to use the rescue environment to enter your 
system to know why it cannot load, and fix it. You will know how to find the correct partitions and 
directories of your unbootable system to begin your repairs.  

After you finish this book, you will have a better grasp of the basics of Linux in general and CentOS in 
particular that will be essential when you learn other advanced Linux administration techniques in your 
career. You can get an even more advanced Linux book, and you will find that it is much easier to 
understand because of what you have learned in this book. If you are an aspiring Redhat Certified 
Engineer, reading this book will give you an edge when using review materials aimed for the RHCE 
exam. You will better understand the mock exam questions and mock setups that the RHCE reviewer 
teaches you because you will be able to associate what you have learned in this book to your practice 
sessions with the reviewer. 
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If you are already an experienced Linux administrator and want to learn CentOS using this book, you will 
still find some useful advice that can add to your experience. This book will serve as a reference book 
that you can use from time to time for common commands and base server setups. 

Welcome to the world of Linux with CentOS! 

Ryan Baclit 
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Installation 

In this chapter, you will learn how to install CentOS. To make good use of  this book’s information about 
how to set up and use enterprise services, we recommend that you have at least three com puters 
connected to a LAN (local area network), with one connected to the Internet. Two computers will be 
used as enterprise servers, while the other computer will be used as an enterprise workstation.  

However, if you do not have these resources at the mom ent, you can use free virtualization software 
such as Virtual PC (http://www.microsoft.com/windows/downloads/virtualpc/default.mspx) or VMware 
Server (http://www.vmware.com/products/server/) to simulate running several computers in one 
computer. We recommend VMware Server because it’s easy to adjust the network connections to match 
the requirements above, and we’ve never encountered problems using the graphical user interface. The 
only limitation is that you won’t be able to s ee the performance and reliability of CentOS if it is running 
on virtual machines instead of running standalone.  

So you’ve decided to learn CentOS, the cheapest enterprise Linux operating system available. When 
we say cheap, we mean cheap! You can actually download CentOS for free from this link: 
http://isoredirect.centos.org/centos/5/isos/i386/. We recommend, though, that you obtain the 
DVD ISO so that everything you need is in one DVD.  

However, whether you download the CD or DVD ISOs, if you have a slow I nternet connection, it 
could take months to download the images. You can try alternative sources such as asking a favor from a 
friend to download them for you, or you can borrow the CDs or DVD from friends if they already have 
the images. You can also join the local Linux community to ask for assistance. Check out 
http://www.linux.org/groups/ to find a group suitable to your location.  

Lastly, if all else fails, and if you have a few bucks to spare, you can opt to purchase the discs online and 
have them shipped to your doorstep. One of the web sites you can visit to purchase the CDs or DVDs online 
is OSDisc, http://www.osdisc.com/cgi - bin/view.cgi/products/linux/centos . 

If you’re able to get the image files, though, you need to burn them onto a CD/DVD yourself . You 
will need blank CDs or a DVD and a CD/DVD burner and software. The instructions for burning a 
CD/DVD of CentOS are available at http://www.centos.org/docs/5/html/CD_burning_howto.html. This 
link provides instructions on burning your CentOS images onc e you have downloaded them in both 
Windows and Linux. 

Preinstallation Steps 
At this point, you will be installing CentOS as a server on one computer and as a workstation on a second 
computer. The server should have at least two network interfaces: one for connection on the Internet 
and the other on the LAN. Before you start, you need to obtain the information about connecting to the 
Internet from your Internet Service Provider (ISP). With this in formation in hand, connecting to the 
Internet while installing the server will be a breeze. The other computer will only need to be connected 
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to the LAN. In the chapters ahead, you will learn how to share the Internet connection from the server 
via gateway or proxy. Also, the computers that you will be using need to be compatible with CentOS.  

More often than not they are compatible, but sometimes there are peripherals such as hard disk and 
network cards that are not supported by the operating system. Based on experience, these are usually 
new devices. You can check https://hardware.redhat.com/ to see if your hardware supports CentOS. If 
not, you will need to replace the parts or the whole system, or wait for drivers to become available.  

Table 1-1 details how we will set up the servers, and Table 1-2 lists the settings for the enterprise 
workstation. 

Table 1-1. Enterprise Server Setup 

Property Value 

Boot loader password  aBd12_!Gc 

IP Address(eth0) 192.168.3.1 

Netmask(eth0)  255.255.255.0 

IP Address(eth1) <settings based on your ISP provider> 

Netmask(eth1)  <settings based on your ISP provider> 

Hostname  srv1-manila.example.com  

Gateway <settings based on your ISP provider> 

Primary DNS <settings based on your ISP provider> 

Secondary DNS <settings based on your ISP provider> 

Root Password @2Yt5#bCC 

Fullname  Jaime Sebastian Sicam 

Password TR,34,AUy! 

Table 1-2. Enterprise Workstation Setup 

Property Value 

Boot loader password  Ghx_1B7$3 

IP Address 192.168.3.20 

Netmask 255.255.255.0 
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Table 1-2. Enterprise Workstation Setup (continued) 

Hostname  wrkstn1 -manila.example.com  

Gateway 192.168.3.1 

Primary DNS 192.168.3.1 

Secondary DNS 192.168.3.2 

Root Password 1(Am,nP)! 

Username ryan 

Fullname  Ryan Constantine Baclit  

Password 4Pr*m@,Ll7 

Installation 
Now, let’s move forward and start the installation process. Turn on your computer, put the CD/DVD in 
the CD-ROM/DVD-ROM drive, and wait until you see the installation screen. If the installation screen 
fails to show up, you may need to change the BIOS setting to boo t into CD. Once it is up, follow these 
steps to set up CentOS. 

1. You should be able to see the installation screen as shown in Figure 1-1. You 
have the option to run the installation in graphical mode  simply by pressing 
Enter. If you do not select any option, in 60 seconds, the installer will proceed 
in graphical mode. In this mode, you can use the keyboard and mouse to 
navigate the menus. However, if you want the installation to run faster, or you 
have problems running installation in graphical mode, you can opt to install it 
in text mode by typing linux text at the prompt and pressing Enter. 

2. Once you’ve made this choice, you will only be able to use the keyboard in 
navigating the installation menus. For other parameters you can use for 
installation you can navigate the help menus by pressing the function keys F1 
to F5. F1 displays the main menu, where you are right now. F2 provides other 
boot options that are helpful if you are not able to install CentOS through text 
or graphical mode: 

• Run the installer with no hardware probing. This is useful when the installer fails to boot 
when it fails to identify a particular hardware in your system such as firewire.  

• Test the CD for defects to see if your installation  fails due to a CD error. 
• Run rescue mode, where you use the installation CD as a rescue environment on a system 

that has CentOS installed but fails to boot.  
• Install a driver disk, usually for hardware devices such as the NIC or hard disk for CentOS to 

be able to operate these devices. 
• Install Linux through the network via LAN or via the Internet. With the Internet option, 

however, you ideally need broadband to complete the installation in less than a few hours.  
• Use an installer update CD so that the software installed on your computer is updated.  

Download at WoweBook.Com



CHAPTER 1 ! INSTALLATION 

 

4 

 

• Test your RAM for defects. When you test the memory, you usually leave the test running 
for days to make sure that RAM is not the cause of any installation problems.  

• Set the screen resolution of the graphical installation should you have problems.  
• If memory cannot be detected, you have the option to specify the size of your memory 

manually. 

3. Also, these options can be combined, as you can see by pressing F4. F5 shows 
you that entering linux rescue as an option allows you to enter the rescue 
environment. 

 

 

Figure 1-1. You have the option to install CentOS in graphical or text mode, or specify other options to 
troubleshoot the installation  process or rescue an existing CentOS installation. 

4. The next screen, shown in Figure 1-2, allows you to test the CD for defects. We 
recommend that you do so now, so that you can rule out the CD as an issue 
should the installation fail. You can navigate the entries by using the Tab key 
or arrow keys and pressing Enter to select a choice. 
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Figure 1-2. You have the option to test the CD media for defects. 

5. Once the media has been tested or if you chose to skip the test, you will see the 
graphical installation screen shown in Figure 1-3. You can click the Release 
Notes button to obtain information about the version of CentOS that you are 
installing. Click Next to continue.  

 

Figure 1-3. You can check the release notes to learn more about the version of CentOS you are about to 
install. 
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6. The next step is to choose the language used in the installation process, as 
shown in Figure 1-4. The default is English, but if you select a different 
language here, that language will be reflected as soon as you click Next. 

 

Figure 1-4. You can choose the language used during the installation process. 
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7. Next you can select the keyboard layout  appropriate for your keyboard as 
shown in Figure 1-5. Select the appropriate keyboard and then click Next.  

 

Figure 1-5. You have the option to choose the appropriate keyboard layout for your keyboard. 
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8. If your hard disk is unformatted (has never been used until now), or the 
partition table of the hard disk is corrupt, the dialog shown in Figure 1-6 will 
appear. Click Yes to initialize the hard disk to create a new partition table on 
the hard disk, effectively preparing the hard disk for partitioning.  

 

Figure 1-6. The message appearing when the partition table on the hard disk needs to be re-created to 
prepare the hard disk for partitioning.  

!  Caution: Please ensure that the hard disk does not contain any valuable information, because you will not be 
able to recover your data if you click Yes here. 
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9. The next step is creating partitions on the hard disk, as shown in Figure 1 -7. 
The purpose of partitioning is to allocate meaningful portions of the disk space 
to the CentOS based on how it will be used. The first option allows you to 
select the partitioning type: 

• Remove All Partitions on Selected Drives and Create Default Layout: This option allows you 
to consume all disk space on the selected hard disks for CentOS; the disks will be 
automatically be partitioned for you. Any existing operating system installed on the hard 
disk will be erased in favor of CentOS. 

• Remove Linux Partitions on Selected Drives and Create Default Layout: This option allows 
you to consume only partitions used in existing Linux installations for CentOS on the 
selected drives, which will automatically be partitioned for CentOS. This  option is typically 
used for dual-booting; that is, choosing which operating system to use at boot time. 
Normally, this option is used for workstations where users can choose to boot into 
Windows or Linux. 

• Use Free Space on Selected Drives and Create Default Layout: If your hard disk has a free, 
unused partition on the selected drive, it will be consumed by CentOS and will be 
partitioned automatically. Normally, when Windows is inst alled on the hard disk, it uses 
one partition that consumes all the disk space. You will need a third -party tool such as 
Partition Magic to resize the Windows partition and create an unused partition that can be 
used for CentOS. 

!  Note: Unfortunately, at the time of writing, the CentOS installer cannot resize the Windows partition. However, 
there are LiveCD (http://www.livecdlist.com/ ) Linux distributions such as Ubuntu that can resize Windows 
partitions on the fly, so that you don’t need to purchase commercial third- party tools such as Acronis Partition 
Manager or Partition Magic to partition your hard drive. 

• Create Custom Layout: This is the most advanced of the four options; it allows you to 
create, edit, and delete partitions as you please. Once you’re a seasoned CentOS user, you 
will likely opt to use this setting since you can tune the partitions based on how the server 
or workstation will be used. 

 

10. Assuming that there are no existing operating systems on the hard di sk, or that 
any existing operating systems can be deleted, choose Remove Linux 
Partitions on Selected Drives and Create Default Layout.  

11. The second option allows you to select which hard drive will be used for 
CentOS. If you have several hard disks, they will be listed here unless the disks 
are configured as a hardware RAID. 

!  Note: RAID (Redundant Array of Independent/Inexpensive Disks) is a hard disk setup that allows you to tune the 
performance and reliability of your data storage. See 
http://en.wikipedia.org/wiki/Redundant_array_of_independent_disks  for more information. 
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12. With the third option, Advanced Storage Configuration , you can use a SAN 
(Storage Area Network) in CentOS through the iSCSI protocol  but this isn’t in 
common use at present and is outside the scope of this book . 

13. Finally, you have the option Review and Modify Partition ing Layout. Check 
this option so that you can see on the next screen how the partitions will be 
allocated on your hard disk(s) and be given the opportunity to revise the 
partition layout if necessary. 

 

Figure 1-7. This menu allows you to create partitions on your har d disk with a default layout or to 
manually do it yourself. 

14. Click Next to continue. At this point, you are warned that all existing Linux 
partitions will be deleted in favor of this installation. Select Yes, since this is the 
first time you will be installing Linux on your system. 
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15. If you chose the Review and Modify Partitioning Layout option , you will see 
the partitioning scheme shown in Figure 1-8. In this screen you can review 
how the partitions are designed and edit them as well. As you’ve noticed, the 
hard disk is physically divided into two partitions, one for boot and the other 
for LVM (Logical Volume Manager). The boot partition contains the files 
needed to boot CentOS; these are the boot menu configuration and kernel 
files. LVM allows you to easily adjust or create a virtual/logical partition 
combined from physical partitions from several hard disks. It is the easiest way 
of allocating more disk space to a partition while it is still being used. At the 
moment, there are two logical partitions created under LVM, swap and root 
(/). The swap partition is used for swapping in and out data to and from the 
RAM. Normally, the swap size is twice the size of the RAM for optimum 
performance. The root or (/) partition contains the Linux filesystem. This is 
where the operating system, applications, and data will be stored. You’ll fi nd 
more information about the Linux filesystem in Chapter 2. Click Next to 
continue. 

 

Figure 1-8. The partitioning scheme. 
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16. The screen shown in Figure 1-9 allows you to configure the boot loading 
options. 

• The first two options allow you to install a boot loader or not. You need a boot loader to 
boot Linux, so just keep the current settings. You only use the second option if there’s 
another Linux distribution installed in the system and you would rather configure that boot 
loader to boot this CentOS installation. 

• The next option allows you to add operating systems to boot from this boot loader. 
Normally, if you are dual-booting with Windows, this entry is already available in the list. 
However, if you are dual-booting with another Linux distribution, you would need to add 
that entry here. 

• The next option allows you to provide a boot loader password. Select this entry and supply 
the password in Table 1-1 or Table 1-2, depending on whether you’re installing CentOS for 
the server or workstation. The boot loader password is necessary because without a 
password, anyone can modify the boot settings and in the worst case, it can be 
manipulated in such a way that anyone could have system -level access on your computer 
without having to key in any password. 

• The last option, Configure Advanced Boot Loader Options , allows you to set the partition 
on which the boot loader record will be installed, the drive order and additional options 
and kernel parameters. Typically, these options can be left unchanged.  

17. Click Next to continue. 

 

Figure 1-9. Boot loader settings are configured in this screen. 
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18. In the screen shown in Figure 1-10, you will set up the network devices, 
hostname, and miscellaneous settings. 

 

Figure 1-10. Network settings are configured in this screen. 
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19. Select a network device and click Edit. Supply the information listed in Table 
1-1 or Table 1-2 as shown in Figure 1-11. Under IPv4, select Manual 
Configuration and supply the IP add ress and Netmask. IPv6 or the next 
generation IP addressing is not applicable in our setup, so remove the check 
from Enable IPv6 Support. 

 

Figure 1-11. You can set the IP address and netmask of your network device manually or receive the 
settings through Dynamic IP configuration (DHCP) . 

20. Take note that on the server, you will be setting up two network devices, one 
for Internet access and one for the LAN. On the workstation, you will only need 
to edit one network device. 

21. For the hostname, set the name of host manually, as shown in Tables 1 -1 and 
1-2. The hostname is basically the computer name.  
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22. The miscellaneous settings are used to configure the gateway and DNS 
settings. The gateway is used for routing. For the server, accessing other 
networks such as the Internet will go through the gateway server of your ISP 
provider. For the workstation, it will use the server as the gateway to connect 
to other networks such as the Internet. This is the best way to control the 
Internet traffic going in and out of the workstation. It filters what the server can 
access and forces the workstation to go through that server to access other 
networks. The DNS or Domain Naming System  translates hostnames into IP 
addresses and vice versa. On the server, use the DNS provided by your ISP 
until the chapter on DNS, where we set up our own DNS service. For the 
workstation we use the server for DNS, which will work once the DNS service is 
configured on the server. 

23. Click Next to continue. 

24. In the screen shown in Figure 1-12, you can configure the time zone of your 
system. Choose the area of your time zone by clicking the city nearest your 
computer location on the map or by selecting an entry from the list. If you 
need the time to be updated for daylight savings time accordingly, keep 
System Clock Uses UTC checked. Click Next to continue. 

 

Figure 1-12. Select the time zone of your system. 
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25. In the screen shown in Figure 1-13 you will set the password of root, the 
administrator of this system. With root access, you have full control of the 
system, so you need to provide it with a password that is difficult to guess but 
easy to memorize so that you don’t need to wri te it down. It should use more 
than seven characters, with uppercase and lowercase letters, digits, and special 
characters. You can use mnemonics such as converting your special phrase 
“I’m a Jazz Fan, I rock!”, into “1’m@JF,1r!” For now,  just provide the password 
listed in Table 1-1 or Table 1-2 and click Next when you’re done.  

 

Figure 1-13. Set the administrator password for your system. 
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26. In the next screen, you have the option to select what software packages will be 
installed in your system, as shown in Figure 1-14. By default, CentOS is set to 
install the Gnome desktop environment. For now, just leave the option as is for 
both the server and the workstation. In later chapters you will learn how to 
install and remove software yourself. 

27. You can also add third-party online repositories, such as CentOS Extras. These 
repositories are useful when the software you need is not in the base CentOS 
repository but is available elsewhere. 

28. At the bottom, you have the option to customize the software packages in 
detail. For now, just ignore that and accept the option Customize Later. 

29. Click Next to continue. 

 

Figure 1-14. You can choose the software to be installed in your system. 
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30. The next screen, shown in Figure 1-15, prompts you to click Next to proceed 
with the installation. Installation logs will be stored in the /root/install.log 
file. These logs are useful for seeing if any errors occurred during the 
installation. A kickstart file based on the installation options you have chosen 
will be stored in /root/anaconda-ks.cfg. This type of file is useful if you want to 
apply the installation options you’ve chosen here to other servers. It provides a 
faster way to install the same setup on other servers than setting the same 
installation options on each server manually. Click Next to continue.  

 

Figure 1-15. Clicking Next will start the installation  process. 
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457 

Linux Troubleshooting 

In previous chapters, you learned how to install and configure CentOS. You  also learned how to use the 
shell prompt to issue commands and change server -configuration files present on the system. At this 
point, you have a good starting point in your Linux administration career with CentOS.  

The last lesson that you must learn is how to handle basic troubleshooting of your Linux system. 
Linux and its installed software are stable, but you will face times when you might have changed a file or 
two that makes your system unable to boot as expected. Or , some hard drive partition failure occurred 
that you want to take a closer look at, which is impossible for a non-bootable Linux system. You will 
need to use CentOS’s rescue mode to rip open your non-booting system and investigate the cause of the 
problem. 

The CentOS Rescue Environment 
Redhat-based systems such as CentOS and Fedora contain a rescue environment that you find in any of 
several locations: on the first installation CD or the DVD installer; on a USB flash drive containing the 
correct installer; or on the RHEL CD. The rescue environment includes a special kernel designed to run 
on minimal available memory. The environment also includes tools such as text editors and some shell 
utilities that can help you fix problems on your system. To run in the rescue environment, you must set 
your motherboard’s BIOS media boot sequence to launch your booting sequence from an optical drive 
of your choice or from a USB port. You need to consult your motherboard’s documentation for 
information on how to enter the BIOS and change attributes.  

After you change the boot sequence of your BIOS so it launches the rescue environment,  insert the 
first CD or the DVD of CentOS into the optical drive. Let the hardware boot; once the optical drive 
detects the inserted CentOS installation disc, you will see a start up screen similar to the one in Figure 
19-1. 
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Index 

 
■Special Characters and 
Numerics 
-- (double-hyphen), 135 
# (hash symbol), 32, 170, 345—347, 352, 359 
$ (dollar sign), 32, 149, 352 
%u variable, Dovecot, 361 
* (wildcard operator), 158 
(/) partition, 11, 57 
@ (symbol), 32 
' [0-9] ' pattern, 46 
'[aeiou] ' pattern, 46 
' [a-z] ' pattern, 46 
' [a-z][A-Z] ' pattern, 46 
'^[a-z][0-9]$ ' pattern, 46 
'^<pattern>' pattern, 46 
~ (tilde) character, 32 
'<pattern>?' pattern, 46 
'<pattern>$' pattern, 46 
'<pattern>*' pattern, 46 
'<pattern>+' pattern, 46 
/<text> command, 43 
>N symbol, sendmail, 339 
' (abc)+ ' pattern, 46 
' (apostrophe), 343 
! (negation operator), 157 
` (reverse apostrophe), 343 
8 httpd_selinux command, 199 
 

■A 
a option, 95 

A variable, 262 
A=test command, 51 
abc (')+ ' pattern, 46 
absolute paths, 39—40 
ACCEPT target, 212 
Access Control Lists (ACLs), 192, 258—259 
access file 

Postfix, 354—355 
sendmail, 346—347 

Access Vector Cache (AVC), 199 
access vectors, 199 
Account Editor window, Evolution, 367—

368, 371 
Account Info tab, 90 
account management group, 167 
ACID (Atomicity, Consistency, Isolation, 

and Durability), 261—262 
ACLs (Access Control Lists), 192, 258—259 
actions, syslog.conf file, 157—158 
Active FTP protocol, 208 
add machine script object, 408 
Add Port window, 205 
Add User button, 88 
Administration submenu, 117 
Advanced Storage Configuration option, 10 
aide --init command, 186 
AIDE tool, 185—188 
aide -u command, 187 
aide.conf man page, 187 
alert priority, 156, 224 
alias commands, 419, 421 
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xend-pci-quirks.sxp file, 441 
xend-unix-path argument, 442 
xend-unix-server directive, 442 
Xen-HVM (Xen's Hardware Virtual 

Machine), 437 
xfs (X font server), 106 
XkbLayout option, 108 
XkbModel option, 108 
xm command, 443, 444, 450—451 
xm create command, 453 
xm list command, 443, 448, 451, 453 
xmdomain.cfg directory, 450 
Xnest utility, XDMCP with, 128—129 
X.Org, 106—111 
Xorg command, 126 
xorg.conf file, 106—110 

Device section, 108 
Keyboard section, 108 
making new, 111 
Screen section, 109—110 
ServerLayout section, 110 

xorg.conf.new file, 111 
 

■Y 
Yellowdog Updater, Modified. See YUM 
ypbind file, 380 
ypbind utility, 375, 378 
ypcat command, 383 
ypcat passwd command, 380, 383 
yp.conf file, 379 

ypmatch command, 383 
yppasswd command, 383 
ypserv file, 377 
ypserv utility, 375 
ypserv.conf file, 377—378 
ypwhich command, 382—383 
YUM (Yellowdog Updater, Modified), 145—

151 
adding sources for packages, 148—150 
creating repositories for packages, 150—

151 
installing packages, 146 
removing packages, 146—147 
searching packages, 148 
updating packages, 147—148 

yum install bind-chroot command, 243 
yum install cups command, 329 
yum install httpd command, 290 
yum install mod_ssl command, 176 
yum install ntp command, 238 
yum install setroubleshoot command, 199 
yum install squid command, 256 
yum install xen command, 440 
yw command, 43 
yy command, 43 
 

■Z 
-Z parameter, 211 

zones, 242
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